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Andrew Travis, a Charlotte newcomer, is a systems
engineer at Fortinet, covering the Charlotte area and
South Carolina. A graduate of Virginia Tech, he focuses on designing software
solutions to improve the security of information systems. He shared with us
some of the ways that our use of everyday technology can lead to unintended
and costly consequences.
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Cybercriminals have become very adept at hacking into computer systems,
capturing and blocking access to data, and disrupting business operations.
Ransomware is a form of malicious software, or malware, which, once installed
on a computer, locks and encrypts the device, thereby blocking access to
personal files, or more importantly, data necessary to normal business
operations. In order to restore access and unlock the files, a ransom must be
paid. Cybercriminals exploit weaknesses in security systems, through a variety
of tactics such as embedding malware in email attachments or links to websites.
The cost to restore systems, once the malware is installed, is significant,
regardless of whether the ransom is paid.
There are a variety of processes and procedures that help protect against
vulnerabilities associated with a ransomware attack. Organizations should
develop and maintain a written plan that identifies a systems management and
recovery team, requires periodic risk assessments and creates and conducts or
oversees disaster recovery plans. Cybersecurity insurance is a common form of
risk management and cost containment for many organizations, particularly those
that are most vulnerable to attack. Education of employees and stakeholders is
critical; virtually any user of a device connected to a larger system can
inadvertently trigger malware that creates an opening into the larger system.
The incidents of ransomware attacks have escalated significantly since they were
first detected in 2005. Cybercriminals are more sophisticated and have

developed well-defined processes for identifying and exploiting vulnerable systems. The cost of recovery
from ransomware incidents in 2021 was $20B, and is expected to be as much as $265B in 2031. In
addition to steep recovery costs, losses due to business interruption, and potential exposure of sensitive
data, reputational risk is also significant.
So, the next time you are intrigued by the odd email, attachments, or website links, think twice before
clicking—it could the gateway to a world of hurt!
Thanks to Andrew for the warning.

*A recording of the program is available here: https://vimeo.com/688870569
Mr. Travis’ introduction begins at 16:10 minutes.

